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AUTHORITY REPORT: REVIEW OF CORPORATE RISK REGISTER 

1. Confidential Report 

1.1 No. 

Executive Summary 

Purpose of Report – The report seeks to agree a revised corporate risk register that has 

been reviewed in light of the current consideration of risks identified, locally, nationally 
and internationally. 

Position – The risk register is presented in two parts; the strategic risk register and the 

operational risk register.  Collectively these two registers form the corporate risk register.  
Senior management team has reviewed all the risks on the registers and identified actions 

to manage these risks together with mitigations.  A RAG rating system has been used to 
highlight those risks that are high and require close scrutiny and management.  The 
Corporate risk register is monitored on a quarterly basis by the senior management team. 

Recommendation – Members are asked to approve the revised corporate risk register.  

2. Background 

2.1 Risk management is vital to good governance and the effective and robust strategic 

management of ELWA.  The Authority has in place a corporate risk register that 
represents some of the more significant areas of risk for the Authority and includes 

actions to manage the risks identified.  Strategic risks and operational risks have 
been identified separately with an assessment of their likelihood and impact before 
and after controls and mitigating measures have been put in place. 

2.2 The format of the corporate risk register is the same as previous years and is 
designed to show assessed risks and the impact of existing controls and other 

mitigating factors.  The corporate risk register is reviewed quarterly by the Senior 
Management Team within the Authority and annually by the Authority to ensure the 
risks are appropriate, relevant and up-to-date. 

3. Review process 

3.1 The completed 2023 corporate risk register can be found at Appendices A-C.  

Appendix A provides an overview of the risk assessment criteria. 

3.2 The risk assessment criteria combine to create a matrix for scoring the likelihood and 
impact of the risks materialising.  Likelihood is considered in terms of the percentage 

chance of a risk materialising, whilst the impact is considered in terms of the financial 
costs, service disruption levels and reputational consequences in the event that a risk 

materialises. 

3.3 Each is scored from 1 to 4, giving a range of risk assessment scores of 1 to 16.  These 

scores then relate to resultant or ‘net risks’ of low (1-3 which are shaded green), 
medium (4-6 which are shaded yellow) or high (8-16 which are shaded red). 

3.4 The Authority has identified two types of risk:  
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a) Strategic risks - risks affecting the medium to long-term aims and objectives 
of the Authority (including political, financial, technological, legislative, 

performance, partnership and environmental factors); and 

b) Operational risks - risks encountered in the course of the day-to-day 
management of services (including professional, legal, financial and contractual 

matters). 

3.5 It should be noted that these categories are not mutually exclusive, and some risks 

could apply to both registers.  The purpose of categorising risk is to ensure that risk 
is considered across a broad range of issues. 

4. Strategic risks (See Appendix B) 

4.1 Officers identified and assessed fifteen high level strategic risks (see table 1 below) 
for the Authority together with the existing controls and mitigation factors.   

 TABLE 1 – STRATEGIC RISKS 

S1 Authority does not maintain effective partnership working with Constituent Councils (CCs) 

S2 Breakdown of relationship with Contractor and/or Operator 

S3 Termination of IWMS contract by Authority 

S4 Termination of IWMS contract by ELWA Ltd 

S5 Termination of IWMS sub-contract by ELWA Ltd or Renewi 

S6 
Authority and ELWA Ltd do not adequately anticipate impacts of new legislation or 

services or new legislation imposes new duties and burdens 

S7 Authority doesn't implement new legislation properly 

S8 
The Authority's control systems do not provide timely detection of fraudulent or corrupt 
acts 

S9 Authority has insufficient funds (including reserves) to meet its obligations 

S10 
Authority does not have adequate systems in place to ensure continuity of its business 
operations.  This relates specifically to the Contract Expiry process and the recruitment of 

staffing resource which is proving difficult and may have an impact on performance 

S11 
CC resource reductions such that they are unable to engage (fully) with ELWA 

developments 

S12 
ELWA & ELWA Ltd failure to agree Contract insurance proposals or are otherwise 

uninsured 

S13 Failure to deliver specified or agreed improved levels of contractual performance 

S14 
Failure to procure the Future Services to be in place at the expiry of the IWMS Contract 
(PACE) 

S15 Pandemic such as COVID-19 affecting service delivery 

S16 Service delivery failure / disruption due to localised industrial actions 

S17 Data breach and GDPR 
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4.2 These have been reviewed and changes include: 

a) A risk associated with pandemics remains (Strategic Risk, S15) 

b) A risk associated with localised industrial action has been added (Strategic Risk, 
S16). 

c) Further clarity has been added in respect of the risks associated with the 
procurement and contract expiry work (Strategic Risks, S10 and 14). 

d) A risk associated with GDPR has been added (Strategic Risk, S17) 

4.3 Of the risks identified and assessed it is considered that current mitigations and 
controls that are in place are adequate.  These were then assessed with a residual 

risk assessment including a RAG (red, amber, green) rating.  Of the 17 risks there 
were no red residual risks identified (see table 2 below). 

TABLE 2 - RESIDUAL STRATEGIC RISKS 

L
ik

e
li
h

o
o
d

 

Likely 4        

Probable 3 S11 S7, S15, S16   

Possible 2  S1, S6, S13 S10, S12  

Unlikely 1  S8, S14, S17 S2, S9 S3, S4, S5 

   1 2 3 4 

   Minor Moderate Severe Critical 

   Impact 

 

4.4 There are eleven resultant ‘residual’ risks of medium (amber) of which five have 

scores of six (slightly higher than other ambers at a score of four).  The five higher 
scores relate to implementation of new legislation, specifically POPs (S7), the 
business continuity in respect of the procurement of new services (S10), Contract 

insurance (S12), the impact of a pandemic (S15), and the impact of localised 
industrial actions (S16). 

4.5 Persistent Organic Pollutants (POPs) in soft furnishings is a national issue for waste 
authorities that means such waste needs to be disposed of by incineration as opposed 
to alternative forms of waste treatment.  Further details are provided in a separate 

report on this agenda however, in summary the Authority and the Constituent 
Councils are working with Renewi to become compliant with the legislation.  
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4.6 Contract procurement and management of the process to exit the existing IWMS 
Contract is the subject of a separate report on this agenda.  The programme is 

referred to as PACE (Procurement and Contract Expiry) and is closely monitored and 
managed by a Programme Board.  This Board will help guide the Authority through 
the next five years up to the renewal of the services in late 2027 whilst managing 

the risk more effectively.  An additional risk register is being developed with legal, 
technical and financial advisers that will supplement the strategic risk register and 

enhance the management of risk S14.  

4.7 Contract insurances have again been placed for 2022 despite significant market 
issues.  The Authority together with Renewi have agreed a deductible buy-down 

policy which provides for a self-insurance style operation for claims of up to £1.000m.  
The fire improvement works (see the report on Performance Management, elsewhere 

on this agenda) are helping to manage and reduce the residual risk now and going 
forwards. 

4.8 The ongoing COVID-19 pandemic has been less significant in 2022 however, this 
remains a risk in 2023 as localised issues of staff shortages due to Covid related 
incidents continue to hamper service deliver.  Renewi has again managed the impact 

of the pandemic across the Contract to the extent that all sites have remained open 
and accessible to the public and the Constituent Councils throughout the last year.  

However, the impact is being carefully monitored at a National and local level 
meaning the resultant ‘net’ risk remains medium (amber) as further outbreaks and 
new variants remain possible. 

4.9 With the economy continuing to cause significant unrest across many service areas 
in the UK, it is inevitable that localised unrest and potential disruption to services will 

continue to be a risk.  Having already witnessed significant impact on service delivery 
in LB Newham, this resultant risk (Strategic Risk, S16) has been assessed as amber 
with the potential for it to cause further service delivery problems in 2023. 

4.10 With the current cost of living crisis causing high inflation rates in the UK, coupled 
with increasing Bank of England interest rates, the Authority recognises the increased 

risk on financial stability.  Whilst this has been taken into account in Strategic Risk, 
S9, this remains green at this stage and will be closely monitored by the Director of 
Finance. 

5. Operational risks (See Appendix C) 

5.1 Officers identified and assessed fourteen operational risks (see table 3 below) for the 

Authority together with the existing controls and mitigation factors. 

 TABLE 3 – OPERATIONAL RISKS 

O1 
Loss of accommodation and documents contained within, or loss of access 
to LBBD IT systems 

O2 Non-availability of a Reuse and Recycling Centre 

O3 Trespass on closed landfill site leading to death / serious injury 

O4 Trespass on closed landfill site leading to fly-tipping / traveller settlement 

O5 Closure of a key waste facility 

O6 Major Health & Safety event at a waste site. 
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O7 Major Health & Safety event at offices 

O8 Major failure of contractor's technology 

O9 Discovery of hazardous substances (key facilities or RRCs) 

O10 Lone working (at office, on site and outreach activities) 

O11 Operational incidents on landfill site e.g. leachate overflow, gas release 

O12 Change in collection methods by Constituent Council(s) 

O13 Impact of pandemic (COVID-19) on service delivery 

O14 Impact of localised industrial action 

 

5.2 Of the risks identified and assessed it is considered that current mitigations and 
controls that are in place are adequate.  These were then assessed with a residual 

risk assessment including a RAG (red, amber, green) rating.  Of the 14 risks there 
were no red residual risks identified (see table 4 below). 

 

TABLE 4 - RESIDUAL OPERATIONAL RISKS 

L
ik

e
li
h
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Likely 4         

Probable 3         

Possible 2 O6, O9 O3, O12 O13, O14    

Unlikely 1 O1, O7 

O2, O4, O5, 

O8, O10, 
O11 

    

   1 2 3 4 

   Minor Moderate Severe Critical 

   Impact 

 

5.3 Of the four residual medium risks (amber) that have been identified, the impact of a 

pandemic such as COVID-19 together with the impact of localised industrial action, 
are the only ones with a relatively high score of six.  Close and regular liaison with 
Renewi’s local management team has ensured we are ready to respond to any 

changes in regulatory advice at short notice.  However, the impact of COVID-19 is 
being carefully monitored at a National and local level meaning the resultant ‘net’ 

risk remains medium (amber).  Similarly, the Authority works in close liaison with 
the Constituent Councils over the potential for industrial action, together with regular 
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monitoring and management of any alternative contingency plans that would be used 
to manage such incidents to reduce impact. 

6. Conclusion 

6.1 The review of the corporate risk register has highlighted the key risks faced by the 
Authority at a strategic and operational level.  The review incorporated considerations 

of the actions required to further limit the likelihood and impact of those risks.  Whilst 
the formal review of the register is undertaken annually, it is amended as and when 

changes in the Authority’s risk profile are identified. 

6.2 Maintaining the existing mitigating controls is an important part of managing these 
risks particularly where there is no appetite to accept a specific risk and further 

actions have been identified. 

6.3 The main risks to the Authority are securing the future delivery of service provision, 

the financial impact of insurances and the service delivery impact of the ongoing 
COVID-19 pandemic or localised industrial action that affect service delivery.  All risks 

are being actively managed and remain under ongoing review. 

 

7. Relevant officers: 

Andrew Lappage, Managing Director /  

andrew.lappage@eastlondonwaste.gov.uk  
Neil Greenhalgh, Head of Waste & Support Services 
neil.greenhalgh@eastlondonwaste.gov.uk 

8. Appendices attached: 

8.1 Appendix A: Corporate Risk Register Risk Assessment Criteria. 

8.2 Appendix B: Corporate Risk Register, Strategic Risks. 

8.3 Appendix C: Corporate Risk Register, Operational Risks. 

9. Background papers: 

9.1 None. 

10. Legal considerations: 

10.1 The Legal Adviser has been consulted in the preparation of this report.  The use of 
an actively managed risk identification and mitigation scheme is an essential element 
of the sound governance of a public authority.  This is because in the core activities 

of a waste authority there needs to be vigilance for new and emerging risks to its 
operations.  It is confirmed that the key legal risks associated with the several 

contracts and agreements identified in the risk register have been identified and 
managed by the respective agreements’ terms and conditions.  The performance of 

these agreements is regularly kept under review.  The Legal Advisor is not aware of 
any additional specific legal implications to highlight at this time. 

11. Financial considerations: 

11.1 The regular review of the Authority risk register, as well as the actions that have 
been put in place to mitigate against these risks, are an important control mechanism 

mailto:andrew.lappage@eastlondonwaste.gov.uk
mailto:neil.greenhalgh@eastlondonwaste.gov.uk
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in reducing the Authority’s exposure to financial risk and loss.  Dependant on the 
specific risks identified, there may be significant associated financial implications; 

this is reflected in the risk ratings, and mitigations put in place. 

12. Performance management considerations: 

12.1 The corporate risk register is one of the tools used to identify performance 

management issues. 

13. Risk management considerations: 

13.1 The corporate risk register is a key element of the authority’s risk management 
strategy. 

14. Equalities considerations: 

14.1 There are no specific equality implications arising from this report. 

15. Websites and e-mail links for further information: 

15.1 ELWA: http://www.eastlondonwaste.gov.uk. 

16. Glossary: 

 CC = Constituent Council (of the Authority). 

 ELWA/the Authority = East London Waste Authority. 

 IWMS = Integrated Waste Management Services. 

 RRC = Reuse and Recycling Centre. 

17. Reviewed by Management Board: 

17.1 30 January 2023. 

18. Confidentiality: 

18.1 N/A 
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